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AIAXEIPIZTIKO MONTEAO ANAQ®OPAZX
FCAPS (ISO — OSI)

Fault Management (Alaxeipion BAaBwv)

Configuration Management (Alaxeipion
A1apBpwaoncg)

Accounting Management (AoyioTikr) Alaxeipion)

Performance Management (Alaxeipion
ETdoooewv)

Security Management (Alaxeipion Ac@aAgiag)
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APXITEKTONIKEZ AIAXEIPIZHZ
Client (Manager) — Server (Agent)

e Server:
— NE (Network Element, ZT1oixeia Aiktoou: ApouoAoynteEg, MeTaywyeic,
[papuéC, YTTOAOYIOTECG. . .)
— Agent (Management Information Base — MIB yia Ailaxeipion SNMP,
YANG Core Models yia Alaxeipion NETCONF)
 Client Applications:
— OSS (Operation Support System: 2uoTnua A&iIToupyiag otn TNAEPWVIQ)

— NMS (Network Management System: AiaxeipioTiki INAareoppa SNMP,
NETCONF Applications)

— EMS (Element Management System: INAatgopua evoTroinuévou
TepIBAAAovTog Telecommunications Management Network -TMN)

« Management Protocols:

— SNMP IETF RFC 1157; SNMPv2 RFC 1441/1452; SNMPv3 RFC 3411
(Simple Network Management Protocol, UDP o€ diktua TCP/IP)

— NETCONF IETF RFC 6241 (Network Configuration Protocol, SSH/TCP
yia yetaBipaon dedopévwv XML pe RPC og diktua Internet/Intranet)

— CMIP ITU-T X.711 (Common Management Information Protocol, o€
OikTua TMN e TTPWTOKOAAG eTTITTEOWV 4, 5, 6 & 7 TnN¢ oToiag OSI)



AIAXEIPIZH AIKTYQN TCP/IP
Simple Network Management Protocol - SNMP

[TPWTOKOAAO TOU OTPWHATOG EQAPMOYNG YIa TN dIAXEIPION OCUCKEUWY
ouvdedeuEvwy oTo OikTuo pe TCP/IP stack (IP addressable
Network Elements).

— O1 ouokeuég pmropei va eival routers, switches pe 1 IP interface yia
management, H/Y, monitoring deV|ces, Sensors, £CUTTVEGC OUOKEUEG
dlaxelpIi(OPEVEC aTTO TO Internet ..

O diaxelp1oTC UAOTTOIEI ATTAEC 6|0(x£|p|oT|Kag AEITOUPYIEG PE EVTOAEG
CLI (Command-Line Interface), TUTTOTTOINMEVEC OCUPPWVA HE TO
TTPWTOKOAAO SNMP

AkoAouBei To povtého Manager (TTou pwTd) - Agent (TTou aTtravTa).

Xpnoiyotrolgi utroadpo UDP ota Ports UDP 161 (agent daemon)
kal UDP 162 (manager daemon yia autovoua pnvouara
KolvoTtroinoeig/notifications twv agents - SNMP traps)

— YT1revOuuion: 1o UDP egival TrpwTOKOAAO Xwpic eTIBERaiwan.

[Mpotutrotroinon: RFC (Request for Comments) tTng IETF (Internet
Engineering Task Force):

— RFC 1157 SNMPvV1 kai RFCs 1155,1212 SMIiv1
— RFCs 1905-1907 SNMPV2 kail RFCs 2578-2580 SMIv2
— RFC 1905-1907 & 2571-2575 SNMPV3




NMPQTOKOAAO ANTAAAATHZ MAHPO®OPIQN AIAXEIPIZHZ
SNMP MIB - SMI

«  XpelagopaaoTe eva Kovo (standard) TpéTTO yia va opifoupe Ta
QVTIKEIJEVA TTOU DIaXEIPICOPNAOTE KAl TN CUMNTTEPIPOPA TOUG

« Xpeldletal va yvwpifouue Trola avTikeiyeva eival dilaBéaiya oTov
agent Kal TTolEG €ival o1 ID1IOTNTES TOUG

— TI.X. KardoTtaon evog Router Interface: Up, Down, Testing

« Tig TTANpo@opiec auTeg TIC opilel n Baon INAnpogopiwyv Alayeipiong
(Management Information Base - MIB)

— H MIB d¢v cival Bacn 0edopEVWY — ATTAQ TUTTOTTOIET QVTIKEINEVA / DEIKTEC
WOTE VA atreuBuvetal o€ autd 0 manager ave¢aptnTa atro
KOTAOKEUAOTI), AEITOUPYIKO K.ATT.

 H mmAnpo@opia otn MIB dopcital cup@wva PeE TOUG Kavoveg (data
model) Tou Structure of Management Information - SMI

* YTmrapyouv TTOAAEC MIB avaAloya pe 10 €i00G epyaaiwyv
— T.X. ATM MIB (RFC 2515), DNS MIB (RFC 1611) K.AT.

« OA\ol o1 agent o€ routers oTo Internet uhoTToI0UV TOUAGXIOTOV TNV
MIB Il (RFC 1213)



OPIZMOZ ANTIKEIMENQN ZTH MIB

H MIB cival 0evdpikn doun dedouévwy (data structure) rou opidel
dlaxelpifopeva avTikeipeva (managed objects) Pe TUTTOTTOINMEVO TPOTIO

KdaBe diaxelpiCOUEVO AVTIKEIMEVO €XEI OPICHEVO TUTTO Kal Béon otn MIB

— Ortrou & 6Tav xpeialeral, o agent avaAapBAvel TRV avTiIOToiXNON TWV
QVTIKEIMEVWY TNG MIB e HeTaBANTEC TIMEC TTOU TOU ATTOOIOEI TO OUYKEKPIMEVO
ouoTnua - operating system, 1r.X. XpOVOC TTOU TO cUOCTNUA €ival O€ AEIToupyia,
System Uptime

— O1 agents yivovral compiled yia kB¢ operating system TTou UTTAPXEI OTA OTOIXEIO
TOU OIKTUOU

O opIoUOG - KWOIKOTIOINON TWV AVTIKEINEVWY YIa va TepIAn@Bouv otn MIB
YiveTal JE TNV OUVTOKTIKA apnpnuevn YAwooa ASN.1 (Abstract Syntax
Notation) kai Toug kavoveg BER (Basic Encoding Rules)

O dlaxeIpIoTAG XPEIAZETAl VO YVWPIGEI HOVO TO €iDOG - TUTTO TNG TTANPOYOPIag
Kal TTou Ba TN Bpel Kal OXI ToV TPOTTO TTOU QUTA €ival ECWTEPIKA
KwOIKOTTOINMEVN

2.Uvoyn TwWV OPICUWY
— ASN.1: "apnpnuévn" YAWooa TTEPIYPAPrS SOUWY Kal TUTTWV avecapTnTa atrd TNV
epapuoyn
— BER: Kavéveg kwdikotroinong oe ASN.1 yia Tov opiouo MIBs
— SMI: T'evikn Trepiypa@n (data model) dopwyv TOU TTPETTEN Va £XEl Jia MIB



AENAPIKH AOMH MIB

« Ta dlaxelpI{OUEVA AVTIKEIMEVA OPYAVWVOVTAI O€ HIa OEVOPIKN
doun, BAon TNG oTToiaC TTPOKUTITEI KAl TO OVOUA TOUG (TToU
uTTodNAWVEI TN HOoVadIKNA Toug B€on oTo dEVOPO)

root |
I |
ccitt(0) iso(1) joint(2) system(1) sysUpTime(3)
>9(3) interfaces(2)
N at(3)
dod(6) |
\ | ip(4)
internet(1) directory(1) |
! icmp(5)
mgmt(2) | mibII(1)
| tcp(6)
experimental(3) |
' udp(7)
private(4)
egp(8)
'ETOI1, N.X. TO QVTIKEIPMEVO sysUptime Exel transmission(10)
TN povadikn avagopa: 1.3.6.1.2.1.1.3.0 '
snmp(11)




OIKOINENEIEZ ANTIKEIMENQN MIB-II

https://docstore.mik.ua/orelly/networking 2ndEd/snmp/ch02 05.htm

Table 2-5. Brief Description of the MIB-II Groups

S;';:]‘Ze o1 Description

syster [.3.6.1.2.1.1 ||Defines a list of objects that pertain to system operation, such as the system uptime, system contact, and svstem name.

interfaces  ||1.3.6.1.2.1.2 Keeps track of the slta_lrus of each mtqface on a managed entity. The interfaces group monitors which interfaces are up or down and tracks such things as
octets sent and received, errors and discards, etc.

at [.3.6.1.2.1.3 ||The address translation (ar) group is deprecated and 1s provided only for backward compatibility. It will probably be dropped from MIB-III.

ip [.3.6.1.2.1.4 ||Keeps track of manyv aspects of IP, including IP routing.

icmp [.3.6.1.2.1.5 ||Tracks things such as [CMP errors, discards, etc.

tep 1.3.6.1.2.1.6 ||Tracks, among other things, the state of the TCP connection (e.g., closed, [isten, synSent, etc.).

udp 1.3.6.1.2.1.7 ||Tracks UDP statistics, datagrams in and out, etc.

egp [.3.6.1.2.1.8 ||Tracks various statistics about EGP and keeps an EGP neighbor table.

transmission||1.3.6.1.2. 1. 10||There are currently no objects defined for this group, but other media-specific MIBs are defined using this subtree.

J— 1361211 ;{Zars:::i -T::f performance of the underlying SNMP implementation on the managed entity and tracks things such as the number of SNMP packets sent



https://docstore.mik.ua/orelly/networking_2ndEd/snmp/ch02_05.htm
https://docstore.mik.ua/orelly/networking_2ndEd/snmp/ch02_05.htm

NMAKETA - ENTOAEZ SNMP Queries

get-request (NMS - Agent, UDP port 161)
get-response (Agent 2> NMS)
get-next-request (NMS - Agent)

— walk (NMS - Agent)
get-bulk-request (NMS - Agent)
set-request (NMS - Agent)
trap (Agent > NMS, UDP port 162)

NMapadeiypara EvroAwv SNMP v1/v2

snmpget -c public 147.102.13.19 system.sysUpTime.©
(epwtnpa yia tipn system.sysUpTime tou
IP 147.102.13.19)

snmpwalk -c private maria.netmode.ece.ntua.gr
(epwtnpa yira 6Ao to unodévépo tnc mibII mou adopd
KOuBo maria.netmode.ece.ntua.gr)

-c¢ (community)options: {public, private}

otov



TYNOI MHNYMATQN SNMP
Client — Server UDP

GET

« - GET-RESPONSE

GETNEXT

« - GET-RESPONSE

SET

« - GET-RESPONSE

TRAP
Message Manager UDP Port Agent UDP Port
GET Any > -> 161
GET-RESPONSE Any & < 161
GETNEXT Any > -> 161
SET Any > -> 161
TRAP 162 < & Any




AIAPOPQZH ENTOAQN snmpget — snmpwalk (1/2)

snmpget: sival pla epappoyn) tov SNMP mou xpnowpomnotet SNMP GET autroelg
yla va {ntrioetl mAnpodoplec amod plo ovtotnta tou Siktuou. Eva 1) meploootepa
QVOYVWPELOTIKA avTikelpEvwy (object identifiers - OIDs) pmopouv va 60600V w¢
arguments otn ypapun eVtoAwy. Juvtdoostal we e€AC:

e snmpget -c <community> <hostname or IP> <object ID>

snmpwalk: sival pla epappoyrp tou SNMP mou xpnotpomnotet SNMP GETNEXT
QLTACELG YLaL va {NTAOEL QIO HLa OVTOTNTA TOU SLKTUOU €val SEVOPO TANPOPOPLWV.
Eva OID pmopet va 600el otn ypappn eviodwyv, to omoio kaBopilel mold TuApa
TOU XWPOU aVTIKEWWEVWY TS MIB Ba avalntnBet and tnv GETNEXT aitnon. OAeg
oL petaPAnteg Tou uTtodEVOpou Katw armo to 60Bev OID sfstalovtal Kol oL TLUEG
Tou¢ divovtal oto xprnotn. H evtoAn cuvtaocostal we €€NG:

e snmpwalk -c <community> <hostname or IP> <object ID>



AIAPOPQZH ENTOAQN snmpget — snmpwalk (2/2)

- Epwtnua:
snmpget -c public mariana.netmode.ntua.gr system.sysDescr.o

- Andavtnon:

system.sysDescr.0 = OpenBSD mariana.netmode.ece.ntua.gr 3.8 GENERIC#632 sparc64

- Epwtnua:
snmpwalk -c public mariana.netmode.ntua.gr at

- Andvtnon:

at.atTable.atEntry.atlfindex.1.1.0.0.0.0 =1

at.atTable.atEntry.atPhysAddress.1.1.0.0.0.0 = "00 OE A6 DO 8D FC "
at.atTable.atEntry.atNetAddress.1.1.0.0.0.0 = 00:00:00:00:93:66:0D:01




2YNTA=H ANTIKEIMENQN THZ MIB-II

Ta d1axeIPICOMEVA AVTIKEIMEVA KWOIKOTTOIOUVTAI OTN
pop@n (SNMPVv2 SMI):

<ébvouo> OBJECT-TYPE

SYNTAX <T1Umnog QVILKeLPEVOU>

MAX-ACCESS <"not-accessible" | "accessible-for-notify"
"read-only" | "read-write" | "read-create">
STATUS <"current" | "deprecated" | "obsolete">

DESCRIPTION <kelipevo>

INDEX {via mivaxecg}

DEFVAL {<default value>}

::= {<mponyoUuevog xké6upBoc/aviikeipevo oto dévdpo

Tng MIB-II> <aplBudg VvEOU VT LKE LPEVOU>}

14



NMAPAAEITMA OPIZMOY ANTIKEIMENOY MIB-II:
sysUpTime

sysUpTime OBJECT-TYPE
SYNTAX TimeTicks
ACCESS read-only
STATUS mandatory
DESCRIPTION

"The time (in hundredths of a
second) since the

network management portion of
the system was last
re-initialized."

::= { system 3 }

(To avTikeiyevo sysUpTime €ival 10 3° KATW aT1Td TOV KOUPBO system 1S MIB-II)

15



TYNMOI ANTIKEIMENQN
Object Types

INTEGER (utTOpEi VO XpnoiyoTtroinBei kail yia Aiota
amapidpnong)
Integer32

Unsigned32

Counter32 & Counterc4

Gauge32

Timeticks (eKaTOOTA TOU OEUTEPOAETTTOU, OTTWG JETPOUVTAI OTO
ouoTnua)

OCTET STRING
OBJECT IDENTIFIER
Opaque

RowStatus (TC)
DisplayString (TC)
IpAddress (TC)

0 Max

Gauge 16



OPIZMOZ NMINAKQN (1/3)
Table Definitions

H SMI umnootnpilet povo pia popdny dopnpévwv dedopévwy, Katl TLo
OUYKEKPLUEVA €vayv amAo mivaka U0 dlaotdocewv pE BAOUWTEC TLUEC
(m.x. o mivakag ©&popoAdynong, o TvoKaC TwV OUVOECEWV TOU
PWTOKOAAoUL TCP)

‘Evac mivokag eival €va HOVO QVTLKEIMEVO KOl EMOMEVWC XPELA{OMOOTE

karoto 6eiktn (INDEX) yia va KATaAEOUUE O Ll CUYKEKPLUEVN VPN
ToU

H SMI dev enutpenel to pwAtaopa dedopevwy, SnAadn €va otolyeio tou
nilvaka va givat mivokog

Mo tn dnuwoupyla evog mivaka xpnotpomoleitot o tuno¢ SEQUENCE OF
(taélvounpévn Atota otoxeiwyv dLou tuTOU)



OPIZMOZ MINAKQN (2/3)

Table Definitions

/

s MNoapadeypa oplopov mivaka amo tnv MIB-Il RFC 1213 (SMiv1l)

ifTable OBJECT-TYPE
SYNTAX SEQUENCE OF [ IfEntry

::= { interfaces 2 }

ifEntry OBJECT-TYPE
SYNTAX |IfEntry

INDEX { ifIndex }
:= { 1fTable 1 }

IfEntry ::=
SEQUENCE {
ifIndex INTEGER,
ifType INTEGER,
1fInOctets Counter,
ifOutOctets Counter}



OPIZMOZ MINAKQN (3/3)

Table Definitions

/7

s MNoapadeypa oplopov mniivaka oo tnv MIB-Il RFC 1213 (ouvéxela)

ifIndex OBJECT-TYPE
SYNTAX INTEGER
) ifindex ifType ifInOctets ifOutOctets
::= { ifEntry 1 }
ifType OBJECT-TYPE
SYNTAX INTEGER | 1 loopback (24) 0 0

ethernet-csmacd (6)

loopback (24) } 2 eﬂmwnigfmnacd 25 40
- i:= { ifEntry 2 } 3 ethernet-csmacd 300 500
1fInOctets OBRJECT-TYPE 6)

SYNTAX Counter (

::= { ifEntry 3 }
ifOutOctets OBJECT-TYPE



ANAZHTHZH ANTIKEIMENQN ZE lNINAKA THZ MIB
Example of Table Search

mibII(1) system(1)

interfaces(2)

ifTable(2)

at(3)

N interfaces.ifTable.ifEntry.ifInOctets.3

EpwTtnon yia Ta InOctets oTo 20 Ethernet Interface
Oa yivel: 2.2.1.3.3

| S

ZTHAN rpauun

(nou npoadiopileTal ano

ifEntry(1) To 6€iKTr|)
ifIndex ifType ifinOctets  ifOutOctets
1 loopback(24) 0 0
2 ethernet-csmacd(6) 25 40

w

ethernet-csmacd(6) 300 500




