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EIKONIKA IAIQTIKA AIKTYA
Virtual Private Networks - VPNs

Femaote | roaming ussers

https://en.wikipedia.orq/wiki/Virtual private network

Me 1a VPNS XpriOTEC KOIVWV KATAVEUNHUEVWY TTOPWV ONUIOUPYOUV 1I81WTIKEG UTTOOONEC Overlay

Networks A etaipikd diktua Intranet/Extranet médvw atré dnuoéoia dikTua OTTwG To Internet n

dikTUO pakpda¢ atrooTdoewd (Wide Area Network — WAN) evéc ISP apxitekTovikAg IP/MPLS 1

Enterprise Local Area Networks - LANs & Data Centers pe TTOANOTIAEC QUTOVOUEG KOIVOTNTEG

XpnoTwyv, diaoc@aAilovrac:

* Atropdvwon atrd AAAEC KOIVOTNTEC TT.X. MEOW eVOUAGKwOoNG TTAKETWY Tou VPN (padi ye Toug
1I01WTIKOUC headers) o€ TakéTa cupBaTtd pe TTPWTOKOAAA Anpoaciou AikTuou (tunneling)

« Alaxeipion dIKTUAKWY TTOpwV & UTTNPECIWY ava VPN:
o Emékraon tmediou dieuBUvoewv VLAN tags i IP o€ aTTONOKPUOUEVES vnoideg evog VPN
o ApouoAdynon HE TTEPIOPICHOUG aoPaAgiag Kal dlapolpacou @opTiou — traffic engineering
o AoQaANG peETAdoon Kal onUaTodoaia OTTWG 0 auoTNPEA EAEYXOMEVO TOTTIKO OikTuo (LAN)


https://en.wikipedia.org/wiki/Virtual_private_network

EIAH VPNs & Tunneling Protocols
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« Layer 2 VPN (L2VPN): Emrékraon L2/VLAN over Provider WAN T11.X.

o O O O O

Point-to-point L2TP (Layer 2 Tunneling Protocol) ravw até IP/MPLS Provider Network
Point-to-point Etrektdoeic PW (Pseudo-Wire) Travw atrd IP/MPLS Provider Network
Multipoint VPLS (Virtual Private LAN Service) Tavw a1mmé MPLS Provider Network
Emékraon Mac-in-Mac (IEEE 802.1ah) mavw atré L2 Provider Bridge Network

Emékraon ammé VLAN (VLAN ID: 12 bits) oe VXLAN — Virtual Extensible LAN yia Layer 2
dlaolvdeon o€ Data Centers mavw atd IP/UDP tunnels petatu VXLAN Tunnel Endpoint -

VTEPs (VXLAN ID: 24 bits/VTEP)

« Layer 3 VPN (L3VPN): Emréktaon IP Intranet oe Extranet péow Provider WAN Tr1.X.

O

IP 1 MPLS tunnels petagu sikovikwyv dpouoAoyntwy (Virtual Routing & Forwarding, VRF)
oplopévwy aotous PE Nodes (Routers) ava VPN

o Aiadikacia Aopaloug Emikoivwviag IPsec Tunnels pyetagu PE’'s BGP/IP Provider Network(s)
o Generic Routing Encapsulation GRE Tunnels petagu PE’s BGP/IP Provider Network(s)
o Ailadikacia Ao@aioug Emikoivwviag OpenVPN Tunnels PETAZU TEPUATIKWY OCUCKEUWV

xpnoTwv client - server, hosted o€ d1APOPETIKA dIAXEIPIOTIKA TTEPIBAANOVTA péow SSL/TLS
(TrpoTiATal N XPrion TTPpwToKOAAWY UDP kal n TTpo-eykatdoTaon certificates atov client)



IPsec

ECE 454/CS 594, Jinyuan (Stella) Sun, Univ. of Tennessee, Fall 2011

IPsec: AvetapTtnto Epapuoywyv
EVW

TLS: yia Web

SSH: yia Remote Login
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« SA: Security Associations (one way)

— SPI: Security Parameter Index (Cryptographic algorithms, keys, lifetimes, sequence
numbers, mode - transport or tunnel)

— EvaA\akTIKEG SA, attoBnkeupéveg o€ IPsec nodes, evepyoTroloUuvTal PE ETTIAOYI TOU TTAKETOU
* AH: Authentication Header
—  EmBepaiwon tautdétnTag atrooToAéa (Sender Authentication) & un TTapaToinong MNVUPATOG

(Message Integrity)

« ESP: Encapsulating Security Payload
— EpmorteutikoTnTa (Confidentiality)

« |IKE: Internet Key Exchange
— Handshaking protocol yia cupgwvia SA




Generic Routing Encapsulation (GRE)

http://www.juniper.net/documentation/en US/junos13.2/topics/concept

Hirewall-filter-tunneling-ipv4-gre-components.html
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AIAAIAKAZIA ENOYAAKQZHZ - GRE Tunneling
To payload packet Trpétrel va pyeta@epBei ammd Customer
(epapuoyn}) C1 o€ atropakpuopévo Customer C2 OTTwWG
O€ aTTEVBEIag JOVOKATEUBUVTIKI) OUVOEDT HETAEU TOTTIKWV
KOuBwv Ceugng CEL (Customer Edge 1) kai CE2
(Customer Edge 2)

To Encapsulation filter otov d1a0IKTUOKO KOPPBO €106d0U
PE1 (Provider Edge 1) eicdyel GRE header uye povadikod
KAEIDi yia TTakéta C1 = C2 (dev 1oxvel yia C2 - C1)

To atmotéAeopa evOuAakwveTal ye IPv4 header kai
TTpowOeiTal ocav IP datagram a1rd Tov Encapsulator PEL
otov De-encapsulator PE2 péow TCP/IP WAN (Internet)
To De-encapsulation filter otov d1adIkTuakd KOUBO £€6d0U
PE2 (Provider Edge 2) avaktd 10 payload packet kai 1o
TTpowBei oTov C2

Delivery header Required GRE header Payload packet
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http://www.juniper.net/documentation/en_US/junos13.2/topics/concept/firewall-filter-tunneling-ipv4-gre-components.html

VPNs ZE OMOZIONAIA AIAXEIPIZTIKQN NMEPIOXQN

KoivoTtiké ‘Epyo NOVI (Networking innovations Over
Virtualized Infrastructures)

« 2uvuTttap¢n o€ dlaouvdedpeva dikTua TTOAAATTAWY VPNS HECW ATTOUOVWHEVWY EIKOVIKWV
UTTOOOUWYV PE ao@aAr] TTPOoRacn TEAIKWY XpNOTwWV

« Q1 egouaiodoTnuévol XPoTeEG dNUIOUPYOUV EIKOVIKEG PETEG - slices atrd «a@IEpWPEVA»
oToixeia - slivers: Virtual Machines (VMs), Virtual (Logical) Routers, Ethernet switches...

*  Mn kputrtoypapnuéveg ouvdéoeic WAN: GRE over IP tunnels oto Internet & layer 2 VLANS

* [eipapariki uAotroinon: Anuioupyia & Asitoupyia atrogovwpévwy virtual slices pe VM's oTig
EIKOVIKEG TTEIPAUATIKEG UTTOOOMEG PlanetLab (trédvw atrd 10 Internet) kait FEEDERICA (ue
Ethernet/VLANSs Twv EupwTtraikwyv AEI & Epeuvnrikwyv Kévtpwy, Twv EBvikwv EpeuvnTikwy -
Axkadnuaikwv AikTowv NRENS kai TOU I'IavauprralKou Toug AladikTuou GEANT)
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http://www.fp7-novi.eu/
https://www.planet-lab.org/
http://www.fp7-federica.eu/
http://www.geant.org/

Anonymity Network - The Onion Router (Tor)

https://2019.www .torproject.orag/about/overview.html.en
http:/l[fossbytes.com/everything-tor-tor-tor-works/

« Tor Project: Aekaetia 1990 pe kpaTikn xpnuatodotnon atro HIA (Naval Research Laboratory — NRL)

« Atraiteital €101K6G browser oTtov Tor client

* BaoiCetal og utrepkeipevo (overlay) diktuo eBelovTikwy Tor relays (>7000) ouvdeuévwy o€ public Internet
routers pe OIAOPONES TTOU CUPPATITOVTAI ATTO AVECAPTNTEG KPUTTTOYPAPNUEVEC OUVOETEIC AVANETA TOUG

* MovortrdTia (e2e routes) dnuioupyouvTal ATt PN TTPOPRAETTONEVN CUPPAPr] OUVOEOEWY PETACU TwV Tor relays

* O browser Tou xpioTtn avoiyel Encrypted TLS session a1to Tov Tor client otov Entry Node dnuioupywvTag
Session Key 1

» To session etrekTeivetal oe Middle Node péow Node-to-Node Key kal dnuioupyeital Session Key 2

+ O Exit Node avoiyel session ye Tov Server kal JeooAafei yia Session Key 3 pe tov Tor client xwpig va
yvwpiCel 10 IP TOoU XpAoTn (anonymity) kaBwg kai Ta Middle Nodes oT1o povotraTi (TTAnv Tou Gueca
OuVvOEUEVOU O€ QUTOV)

* HavraAAayn data petagu user browser kai server Tepva atro dIAdOXIKA OTPWHPATA KPUTTTOYPA®nong (€€’ ou
Kal onion router)
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https://2019.www.torproject.org/about/overview.html.en
http://fossbytes.com/everything-tor-tor-tor-works/

The Deep & Dark Web

Deep Web: Sites un avoikTri¢ mpoopacng (not indexed by search engines,

.X. Google) https://en.wikipedia.org/wiki/Deep web
Dark Web: YtroouvoAo Tou Deep Web e TTpooTacia avwvuliog sites &

users 11.X. Méow Tor hitps://en.wikipedia.org/wiki/Dark web
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« Onion Service Protocol (hidden services over a Tor overlay)
https://2019.www.torproject.org/docs/onion-services
https://medium.jkala.sh/bloq/2019/4/24/the-dark-web-everything-you-need-to-know



https://en.wikipedia.org/wiki/Deep_web
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https://medium.jkala.sh/blog/2019/4/24/the-dark-web-everything-you-need-to-know

