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EYQ®YIA & NMOAITIKEZ MPOQOHZIHZ NAKETQN
O emiAoyég Tn¢ KoivaTnrag Tou Internet

e Tomka AikTua:

Emimedo 2: Metaywyn (Ethernet Switching), VLANS
Emimedo 3: ApopoAdynon IP (destination based, OSPF, iBGP)
Emimeda 2-4: Euogun lNpoypauparti(opeva Aiktua ava Eeappuoyn (flow)
« Software Defined Networks SDN, OpenFlow
« Eikovika MepiBdaAdovta — Virtrualized Data-Centers

« Aiktua MeyaAng Atmootaong — MeyaAng 2uykevipwong (Wide Area
Networks, WANSs - Backbone Networks)

Emimedo 2: Layer 2 VPNs péow end-to-end tunnels, VPLS, Virtual
Extensible LAN (VXLAN), MAC-in-MAC, Q-in-Q, Provider Backbone Bridges

Emimedo 2.5: Single domain MPLS (Multi-Protocol Label Switching), Traffic
Engineering
Emitredo 3: ApopoAdynon IP (destination based)

« Single Domain IGP (OSPF, RIP, Intermediate System to Intermediate System IS-
IS, IBGP)

» Multiple Domain EGP (eBGP)
Emimreda 2-4: Single domain SDN, OpenFlow



OpenFlow (OF) CONTROL oto INTERNET Tou MEAAONTOZ

Software Defined Networks (SDN) — OpenFlow Protocol
https://www.opennetworking.org

AlaxeipioTikéEG E@appoyég — Network
Programmability

Business Applications - ¢ nO)‘lTlKég 5POH0)\0VHUHQ
« Monitoring, security...

APPLICATION LAYER

API API AP
Separate Control Plane -
CONTROL LAYER
el OpenFlow Controller
SEINDHE Cevoes « Kavéveg dpopoAdynong avd pon
(flow)

G~ openiow « Suviipnon Mvakwv Powv (Flow
P — Table — emitreda 2, 3, 4)
LAYER

« Aietran (Northbound API): Rest

Data Forwarding - OpenFlow Switch
= » ApopoAdynon TTAICiwV 2°Y TTITTEOOU
(L2 MAC) avaloya pe pon (flow)
emiTTédwWYV L2, L3, L4
* ‘EAeyxoc amé e€wtepikd OF Controller
Source: Open Networking Foundation (ONF) . AIETI'G(Pr’] (Northbound AP|)
MpwTtokoANo OF



https://www.opennetworking.org/

MATI XPEIAZOMAZTE NPOrPAMMATIZOMENA AIKTYA;
(1/2)

KaOe d1kTuakOC KOUBOG £XEl BIKO
TOU:

1. AsiToupyiko ZuoTnpa (0S)
2. Eninegdo npomOnonG 3d0HEVWV
(forwarding plane)
3. Eninegdo eA&yyou
J ) (control plane)

» D Network 0S

aAAd
1. O1 anopAoeIc NpENEl va
o AapBavovTal cuvepyaTika
Herdwarall | 2. OnoladnnoTe 181K PETAXEIpION
NakETwv 0a npeEnel va yiveral
fardware ava koppo (ACLs)

0sS

Hardware
0S

Hardware

0S

4 - YYnAO S1aXEIPIOTIKO KOOTOG

Hardware - E€aptnon améd kataok/oTéG

- AuoKoAia eQapUoOYRG
KEVTPIKAG TTOAITIKNG




FIATI XPEIAZOMAZTE NPOrPAMMATIZOMENA AIKTYA;
(2/2)

KaOe d1KkTUOKOC KOHBOG EXEI
OIKO Tou:

. 1. Eninedo npomwOnong
dedopévmv (forwarding

plane)
Network OS

To OS Tou 3IKTUOU UAONOIEI:

1. Kevrpikonoinpévo eningdo
: _ eAgyyxou (control plane)
BeES : ' 2. OnoladnnoTE NOAITIKN

Forwarding Packet €101KNG PETAXEIPIONG
: Forwarding

NAKETOV
Packet /

Packet Forwarding
Forwarding

OpenFlow

- Meiwpévn AvOeKTIKOTNTO

Packet
Forwarding



EMINEAA AEITOYPI'IAZ ZE NEPIBAAAON OpenFlow

SNMP, SSH/Telnet,
NETCONF TFTP

\

CPU/MEM

Operating System Management
Network Discovery & Mapping Plane

Legacy: STP, OSPF, BGP, LDP

SDN: OpenFlow Controller Control

(uhoTtroinoeic POX, ONOS, Plane

OpenDaylight, Ryu, Floodlight)

Data Plane
(Forwarding Plane)
Packet/ = Packect)/ t
rame
Frame In AOTIZMIKO VIRTUALIZATION: ;

Network Hypervisors, Cloud Middleware (OpenStack)
MAaiolo Network Function Virtualization — NFV
YAotroinoeig Eikovikwv Aiktuakwyv Asitoupyiwyv (Virtual Network Functions — VNFs)
https://en.wikipedia.org/wiki/Network function virtualization
http://[packetpushers.net/sdn-network-virtualization-hypervisors/
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EYOYH - MPOMPAMMATIZOMENA AIKTYA

Software Defined Networks (SDN) — OpenFlow Protocol
https://www.opennetworking.org

. Layer 2 — Layer 4 flow rules:
Cross-Layer Forwarding SDN Controller Software :
Cross-Layer Forwarding &
OpenFlow 1.0 tuple oS
Monitoring
C OpenFlow
In | MAC | MAC | Ether | VLAN | VLAN | IP IP IP P L%F;’ L%F;/ Y. i
Port src dst type PCP ID src dst Proto ToS Sre dst

26:46: 16:02:

1 of:12: 84:d2: 0x0800 0x1 OxFFF (1)020 3010 ( CMP) 0x00 0 0 port 3 235
6a:91 e4:99
5.6.7. 18.2.
* * * * * * * * *
8 49 80 port 1 1000
gLz, 17.2.
@ & 84:d2: & @ & & 4.9 < & < 22 port 2 300
e4:99 :
4 ki i 0x0800 i td td td 6 (TCP) ki & 25 drop 892
00:0c:
3 9f:ba: & 0x0806 X & & & & & & & local 120
6a:91

* * * * * * * * * * * & controller 11


https://www.opennetworking.org/

OpenFlow vi1.0

Rule Action |Stats
Packet + byte counters
1. Forward packet to port(s) Optional Actions
2. Encapsulate and forward to controller 1.Enqueue
3. Drop packet o 2 Modify Fields
4. Send to normal processing pipeline
Switch | MAC | MAC | Eth |VLAN|IP IP P TCP/UDP| TCP/UDP
Port |Src |Dst |Type |Id Src | Dst |Prot |Sport |Dport
VLAN IP
PCP TOS




DDoS: Distributed Denial Of Service
LISP. Locator/Identifier Separation Protocol

R e l ea se OVSDB: Open vSwitch DataBase protocol

D AY I_ I ( i | | I » = BGP: Border Gateway Protocol
PCEP. Path Computation Element Communication Protocol
Hyd ro g e n SNMP: Simple Network Management Protocol
Management VIN OpenStack DDoS Network Applications
GUIl/CLI Coordinator Neutron Protection Orchestrations & Services

OpenDaylight APIs (REST)

Base Network Service Functions Affinity
Manager Service Redirection
Topology Stats Switch Host Stioriest
Manager Manager

— - VTN: Virtual Tenant Network
O ’ i N F i rst C (9] d e DOVE: Distributed Overlay Virtual Ethernet

Manager Fath

Tracker : Controller
Forwardin
g LIS? VIN Platform
Service Manager

Service Abstraction Layer (SAL)
(Plugin Manager, Capability Abstractions, Flow Programming, Inventory, etc.)

Southbound Interfaces
& Protocol Plugins

OpenFlow

@ @ NETCONF

OpenFlow Enabled Additional Virtual &
Devices vSwitches Physical Devices

Data Plane Elements
(Virtual Switches, Physical
Device Interfaces)




NMPOrPAMMATIZOMENOZ METAIMQIreAz AOIiZMIKOY
Open vSwitch

Main Components

............................ Qfbox
Management Control Plane
Plane
ovsdb-server ovs-vswitchd
................. User
-------------------------- Kernel

== Management Protocol (6632/TCP)
W=== OpenFlow (6633/TCP)
== Netlink

openvswitch_mod.ko



AIENA®EZ EAEMX0OY & AIAXEIPIZHZ

Control & Management interfaces (as defined from ONF)

£ ™
I ™ ' ™
e ™ . ™
OpenFlow OpenFlow
Configuration Point(s) Controller(s)
|/

. y 4 yad
Management Control
interface interfaces

. OpenFlow
OF-Config P
(OpenFlow Capable Switch !
/" OF Logical Switch ™ (" OF Logical Switch M
OF OF OF OF
|| Resource Resource Resource Resource
(e.q. (e.g. (e.g. (e.g.
Port) J \ Port) ) Port) Port)
e AN /
L /

{“\
OpenFlow
Controller(s)
J./’
OpenFlow




1° MAPAAEITMA WAN SDN:
B4 Google’s OpenFLow WAN

http://Iwww.opennetsummit.org/archives/aprl2/hoelzle-tue-openflow.pdf

http://cseweb.ucsd.edu/~vahdat/papers/b4-sigcomm13.pdf
* B4: Ommiko 101wTikG dikTuo TG Google petagu Data Centers
» [lpdéoPaon TeAikwy XpnoTwv uttnpeoiwy TG Google (Search Engine, Analytics, YouTube):
Méow ISPs & Internet Exchanges
»  Kevtpikdg ‘EAcyxog Tou B4 & Data Centers: Zav Single domain OpenFlow SDN
 OF Controllers pe custom H/W, diaAeiroupyikOTNTa HEXPI TOV TEAIKO KOUPBO (VM)
« Amodortikr diaxeipion dIKTuakwy TTopwyv pEow Centralized Traffic Engineering - TE
« AglomorTia: MNoAiITikéc Eupuoug ETravadpouoAdynong Powv o€ TepITTTwoelc BAaBuwv

Google's OpenFlow WAN Google



http://www.opennetsummit.org/archives/apr12/hoelzle-tue-openflow.pdf
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20 NAPAAEITMA WAN SDN:

Internet2 Advanced Layer 2 Services (AL2S)
https://noc.net.internet2.edu/i2network/advanced-layer-2-
service.html
Internet2 Network

Advanced Layer2 Services
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' Advanced Layer2 Service PoP


https://noc.net.internet2.edu/i2network/advanced-layer-2-service.html

30 MAPAAEITMA WAN SDN:
U.S. National Science Foundation (NSF)
GENI Testbeds

Global Environment for Networking Innovations
http://www.geni.net/

GENI Resource Map

Regional nets
[,"ﬂ Existing
] New
GENI WiMAX
/\ Existing
A New

GENI Racks
(proposed sites)

® New

O Existing
clusters/racks

Internet2 & NLR



http://www.geni.net/

TO NEPIBAAAON EZOMOIQZHZ GENI
Disruptive Experiments on Future Internet
Architectures (FIA)

[Mpoypapua TnG US National Science Foundation (NSF) yia ApXITEKTOVIKEG
& lNpwTtokoAAa Tou Internet Tou MEANOVTOG

[Mapéxel TTOpouC Kal utTnpeoiec oTnv EpeuvnTiki KoivotnTa yia €¢opoiwon
disruptive TTpOTACEWYV TT.X. KOIVOTNTEG EIKOVIKWY UTTOOOHWY PACICUEVWY O€
OpenFlow kair Acuppuara Aiktua 41 ["eviag (WiMax og licensed ouyxvotnTeg
2.5 GHz agiepwpéveg o€ Educational Broadband Service — EBS, LTE;)

Bagiletal o€ opooTtrovdia auTOVOPWY EIKOVIKWY KolvoTATWY (Aggregates)
dlaXeIPIOTIKAG euBuvnc MavetmoTnuiwy — EpeuvnTikwy Kévipwyv Twv HIMA,
dlaouvoedpevwy oe etTitredo 2 (VLANS) péow Tou Internet2 AL2S
(Advanced Layer 2 Service)

Yroornpién EKTTAIOEUTIKWY TTEIPAUATIKWY avaykwyv o€ [laykoouio ETTimedo

To E.M.TI. a6 ra mpwrta AEI ekto¢ HITA Tou gyKaiviaoe Thv UTTELATAQVTIKN
xpnon gikovikwv urrodouwyv tou GENI ro 2014

2uugwvia yia Single-Sign-On Authentication ypnorwv rou LDAP
user@ntua.gr ue tnv Auepikavikn Ekmraideutiky Ouoarrovdia EDUCAUSE



EYXAPIZTIEZ
Credits

Vicrag Thomas < 2018 GENI Project Office — BBN, Cambridge,
Mass, USA

Niky Riga (Nikn Pnya) FaceBook Inc. San Francisco Bay, USA
(<2016 GENI Project Office)

Oavaong Aouirong¢ Kévrpo Aiktuwv E.M.IT.
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GEANT OpenFlow Facility (GOF)

YmooTtipign amré GRNET/EAET & NETMODE

Internet

Frankfurt PoP

Dedicated User Dedicated User
Controller A Controller B

OpenFlow Protocol

GOCF
Data Plane

OpenFlow switch @

London

3333

[\ User VMs

N\XEN
Amsterdam
3933
User VMs
GEANT XEN !
Vienna
Zagreb a“‘
3933 XEN
User VMs
XEN




Napadeiypa Meipaparikng Alaragng oto
NETMODE @ NTUA Tetsbed:

Scalable DDoS Attack — Mitigation

Anomaly
Detection

& Identification
Component

Monitoring _,. "'Tr: gger
Dﬂrfr’ ; H‘ﬂutmg
y Update

-7 Routing
_ ~— Update
. RTBH
Trigger

Redirection

OF Signaling
P & Monitoring OF Controller
Switc Data (Mitigation Component)



